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1 Introduction 

This document contains the Repository of Information Security Concepts (RISC) of the ISSES project. 
This repository/glossary lists the concepts which will be covered by the courses and laboratories 
developed during the course of the project. The concepts are grouped into domains formed around 
the list of planned courses.  

The list of most frequently used common concepts are extracted into a separate table at the start of 
this document. 

  



2 Common terms 

This section contains the glossary of common terms used throughout the courses. 

Term Definition 

ACL Access Control List; a security mechanism in operating systems where access 

to a file is specified via a list of individual rules called ACEs – Access Control 

Entries.  

Algorithm A step-by-step procedure for solving a problem or accomplishing some end. 

[Webster’s Dictionary] 

Audit Log 
An event log that requires a higher level of integrity protection than provided 

by typical event logs 

Authentication Provision of assurance that a claimed characteristic of an identity is correct 

Authorization 
Authentication is the process of confirming the correctness of the claimed 

identity 

Availability A desirable property of secure systems wherein the resources managed by 

the system are always available for their intended purpose.  

Confidentiality A desirable property of secure systems wherein the disclosure of information 

is prevented to parties not cleared to have it.  

Information security 

The protection of information and information systems from unauthorized 

access, use, disclosure, disruption, modification, or destruction in order to 

provide confidentiality, integrity, and availability. 

Integrity A desirable property of secure systems wherein information managed by the 

system may not be modified without authorization. 

Malware The most generic term for malicious software. 

POSIX Portable Operating System Interface; IEEE 1003.1-1988/2001/2008/2017. A 

standard describing the behaviour of an operating system, including the 

security model, such that it is colloquially described as ‘Unix-like.’  

Security In the general sense, a state of being free of danger or risk of damage.  

Security policy A rule concerning the practice of security in a system usually expressed in 

terms of actors, impermissible actions and states over objects or resources.  

Trojan A trojan is a piece of malicious software which pretends to have a legitimate 

purpose in order to socially engineer a user into running it. 

Virus A piece of malware characterized by ‘infecting’ files on a computer system, 

copying itself within those files which, in turn, can infect more files and 

spread the virus further.  



Term Definition 

Worm A piece of malware simialr to a virus in that it is self-replicating. Unlike a virus 

it replicates over a network, generally by automatically executing exploits.  

Zone 

Collection of entities that represents the partitioning of a System under 

Consideration on the basis their functional, logical and physical (including 

location) relationship 

  

 

 

  



3 Critical Infrastructure Security (2.1) 

3.1 Introduction 

This section contains the glossary of concepts relevant in the context of critical infrastructure security. 

3.2 Glossary 

Term Definition 

AMI Advanced Metering Infrastructure 

Black Energy 
Malware suite used during the initial phase of the 2015 attack against electric 
power systems in Ukraine. 

BPL Broadband over Power Line – data transmission system over power lines 

CHP 
Combined Heat and Power – a type of (traditional) power plant producing 
both electricity and hot water 

Closed loop 
An automatic control system in which an operation, process, or mechanism 
is regulated by feedback. The feedback loop can contain elements with 
complex logic and algorithms. 

Crashoverride A malware framework (possibly) used in the Ukraine 2016 attack(s) 

Critical infrastructure 
An infrastructure which consists of assets that are essential for the 
functioning of a society and economy, e.g. telecommunications system, 
electric power system 

Cryptolocker 
A ransomware-type trojan attacking workstations running Windows – active 
in 2013-2014 

Cryptominer 
Malware developed gain access to a computer and use its resources (i.e. CPU) 
for cryptocurrency mining without its user's (explicit) permission. 

DCS Decision Support System 

DNP3 Distributed Network Protocol (version 3) 

DMS Distribution Management System 

(D)DoS 
(Distributed) Denial of Service – a concerted attack against a resource with 
the ultimate goal of depleting CPU time, memory or network bandwidth 

EMS Energy Management System 

GIS 
Geographic Information System – an asset management system which is 
often a single source of asset information in a critical infrastructure 

GPS 
Global Positioning System – a global satellite system often used for geo-
location and synchronization in CI. GLONASS is a Russian-built alternative. 

GSM 
Global System for Mobile communications standard for 2nd generation digital 
cellular networks 

HEMS Home Energy Management System 



Term Definition 

Historian 
A subsystem inside a control center used for storing historical data, e.g. a 
system storing all SCADA measurements and statuses for 2 years 

HMI 
Human-machine Interface – usually referred to in the context of SCADA 
and/or DCS 

ICCP 

Inter Control Center Protocol, also known as: 

- Telecontrol Application Service Element-2 

- IEC 60970-6 

IEC 60870-5-101 
A transmission protocol for tele-control tasks – considered deprecated and 
superseded by IEC 104 

IEC 60870-5-104 aka IEC 104 Network access for IEC 60870-5-101 using standard transport profiles 

IED 

Intelligent Electronic Device – a small-factor computing device installed in the 
process environment with limited processing and networking capabilities and 
used for transmitting measurements and/or receiving commands from the 
SCADA. 

Industroyer See Crashoverride 

Infrastructure 
Complex system or system-of-systems developed by humans to deliver a 
resource or service to its consumers 

Local HMI 
The workstation and (SCADA) human-machine interface deployed in or near 
the process environment, e.g. a SCADA-equipped workstation in the 
(transformer) substation. 

MDT 
Master Data Telegram – data package type used by some serial fieldbus 
protocols, e.g. SERCOS 

Modbus 
Modicon Communication Bus – a data communication protocol for process 
environments developed by Modicon (France) in 1979 

NEI Nuclear Energy Institute 

NERC CIP 
North American Electric Reliability Corporation (NERC) Critical Infrastructure 
Protection – a suite of documents describing mandatory security 
requirements for electricity companies in the USA 

NIST IR 7628 
National Institute of Standards and Technology (NIS) Interagency Report (IR) 
7628: Guidelines for Smart Grid Cyber Security 

OMS Outage Management System 

OPC OLE for Process Control 

PLC 
Programmable Logic Controller – a purpose-built industrial computer, usually 
deployed near or inside the process environment 

Popping the HMI Hijacking an HMI session 

Profibus A master/slave fieldbus protocol developed in the 1980s 



Term Definition 

Ransomware 
Malware which gains access to a target system, locks documents or other 
contents with strong encryption (e.g. RSA) thereby blocking access to them 
and asks for a ransom (and keeps the documents locked until it is paid) 

RTU 
A remote terminal unit (RTU) is a microprocessor-controlled electronic device 
that interfaces objects in the physical world to a DCS or SCADA 

SCADA 
Software-based systems used to monitor and control a plant or other 
equipment 

SERCOS 
Serial Real-time Communications System – a fieldbus protocol for hard real-
time process environments, e.g. digital motion control 

Stuxnet 
A complex malware suite (i.e. cyberweapon) targeting specific SCADA and 
PLC versions first discovered in 2010 in Iran 

Ukraine 2015 attack 
The 1st known and widely publicized cyberattack against a power grid 
executed on December 23rd, 2015. The complex attack left ~230,000 people 
without access to electricity for 1-6 hours in Ukraine. 

Ukraine 2016 attack 

A cyberattack against the power grid of Kiev, Ukraine executed on December 
17th, 2016. The complex malware used (Crashoverride) is capable to 
automatically enumerate devices in industrial networks and issue 
(unwanted) commands. 

WMS Workflow Management System 

 

  



4 Secure Software Development (2.2) 

4.1 Introduction 

This section contains the glossary of concepts relevant in the context of secure software development. 

4.2 Glossary 

Term Definition 

Access Control Protection of system resources against unauthorized access 

Access Control List (ACL) 

The mechanism that implements access control for a system resource by 

listing the identities of the system entities that are permitted to access the 

resource 

Administrator 
A user who has been authorized to manage security policies/capabilities for 

a product or system 

Asset 
A physical or logical object owned by or under the custodial duties of an 

organization, having either a perceived or actual value to the organization 

Asset Owner Individual or organization responsible for one or more systems 

Attack Surface 
Physical and functional interfaces of a system that can be accessed and 

potentially exploited by an attacker 

Banned Function 
Software method that is no longer recommended to be used in software 

because more secure versions exist with less propensity for misuse 

Best Practices 

Guidelines for designing, developing testing, maintaining or retiring products 

that the supplier has determined are commonly recommended by both the 

security and industrial communities 

Component One of the parts (hardware or software) that make up a product or system 

Configuration Management 

The discipline of identifying the components of an evolving system for the 

purposes of controlling changes to those components and maintaining 

continuity and traceability throughout the life-cycle 

Defense-In-Depth 
Approach to defend the system against any attack using several independent 

methods 

Denial of Service 
Prevention of authorized access to a system resource or the delaying of 

system operations and functions 

Dependent Component Component external to the product on which the product depends 

Deprecated Function Software method that is supported but whose use is no longer recommended 

Digital Certificate 

A digital certificate is an electronic "credit card" that establishes your 

credentials when doing business or other transactions on the Web. It is issued 

by a certification authority. It contains your name, a serial number, expiration 

dates, a copy of the certificate holder's public key (used for encrypting 



Term Definition 

messages and digital signatures), and the digital signature of the certificate-

issuing authority so that a recipient can verify that the certificate is real. 

Digital Signature 
A digital signature is a hash of a message that uniquely identifies the sender 

of the message and proves the message hasn't changed since transmission. 

Fuzz Testing 

The process of creating malformed or unexpected data or call sequences to 

be consumed by the entity under test to verify that they are handled 

appropriately 

Hardening Hardening is the process of identifying and fixing vulnerabilities on a system 

Integrity 
Integrity is the need to ensure that information has not been changed 

accidentally or deliberately and that it is accurate and complete 

Non-Repudiation 
Non-repudiation is the ability for a system to prove that a specific user and 

only that specific user sent a message and that it hasn't been modified 

Patch Management 
Area of systems management that involves acquiring, testing and installing 

software patches (code changes) to a product 

Penetration Testing 
Penetration testing is used to test the external perimeter security of a 

network or facility 

Product 
System, subsystem or component that is manufactured, developed or refined 

for use by other products 

Product Security Context 
Security provided to the product by the environment (asset owner 

deployment) in which the product is intended to be used 

Product Supplier Manufacturer of hardware and/or software product 

Product Users 

Users of the hardware and/or software product including asset owners, 

integrators and maintenance personnel, vendors of other components or 

products that reuse or contain this product 

Record 
Document stating results achieved or providing evidence of activities 

performed 

Regression 
Change to a system component that has adversely affected functionality, 

reliability or performance or has introduced additional defects 

Root Cause 
Initiating cause of either a condition or a causal chain that leads to an 

outcome or effect of interest 

Security Defect 
Design or implementation deficiency that can be exploited to compromise an 

asset or resource 

Security Advisor 
Organizational role to guide the team in the process of the SDL (Security 

Development Life-cycle) 



Term Definition 

Security Incident 

Security compromise that is of some significance to the asset owner or failed 

attempt to compromise the system whose result could have been of some 

significance to the asset owner 

Security-Related Issue 
Characteristic of the design or implementation of the product that can 

potentially affect the security of the product 

Security Verification and 

Validation Testing 

Testing performed to assess the overall security of a component, product or 

system when used in its intended product security context and to determine 

if a component, product or system satisfies the product security 

requirements and satisfies its designed security purpose 

Separation of Duties 
Separation of duties is the principle of splitting privileges among multiple 

individuals or systems 

System Integrator 

Person or company that specializes in bringing together component 

subsystems into a whole and ensuring that those subsystems perform in 

accordance with project specifications 

Threat 

Circumstance or event with the potential to adversely affect operations 

(including mission, functions, image or reputation), assets, control systems 

or individuals via unauthorized access, destruction, disclosure, modification 

of data and/or denial of service 

Threat Modelling Security design analysis technique that identifies potential security issues 

Trust Boundary 
The element of a threat model that depicts a boundary where authentication 

is required or a change in trust level occurs (higher to lower or vice versa) 

Unit Testing 
Verification that an individual unit of computer software or hardware 

performs as intended 

User 
A person, organization entity, or automated process that accesses a system, 

whether authorized to do so or not 

  

 

  



5 Advanced Cryptography (2.5) 

5.1 Introduction 

This section contains the glossary of concepts relevant in the context of advanced cryptography. Most 
of the term definitions used here are abridged versions of the definitions listed in NIST’s information 
security Glossary1. 

5.2 Glossary 

Term Definition 

Advanced Encryption 

Standard (AES) 

A symmetric block cipher 

Asymmetric Cryptography 

Public-key cryptography; A modern branch of cryptography in which the 

algorithms employ a pair of keys (a public key and a private key) and use a 

different component of the pair for different steps of the algorithm 

Asymmetric key algorithm 

A cryptographic algorithm that uses two related keys, usually a public key and 

a private key. One is used to encrypt the plaintext and the other to decrypt 

the ciphertext 

Block cipher 
A cryptographic algorithm operating on fixed-length groups of bits, called 

blocks 

Blockchain 
A distributed digital ledger of cryptographically signed transactions that are 

grouped into blocks. 

Certificate 

A digital representation of information which at least (1) identifies the 

certification authority issuing it, (2) names or identifies its subscriber, (3) 

contains the subscriber's public key, (4) identifies its operational period, and 

(5) is digitally signed by the certification authority issuing it (NIST) 

Challenge-Handshake 

Authentication Protocol 

(CHAP) 

An identity checking protocol that periodically re-authenticates the user 

Cipher Block Chaining 
A mode of operation for a block cipher algorithm in which each block is 

encrypted with a different key. 

Ciphertext 
The transformed message created from the plaintext by the cryptographic 

algorithm. 

Cryptographic algorithm 
A well-defined computational procedure that takes variable inputs, including 

a cryptographic key, and produces an output 

Cryptographic key 
A sequence of bits/strings used by the cryptographic algorithm to encrypt the 

plaintext 

Data Encryption Standard 

(DES) 

A symmetric encryption algorithm 

 
1 https://csrc.nist.gov/glossary 



Term Definition 

Diffie Hellman (algorithm) A key-agreement primitive 

Digest The result of applying a hash function to data 

Electronic Code Book (ECB) 
A mode of operation for a block cipher algorithm in which block are 

encrypted with a common key. 

Encryption The cryptographic transformation of data to produce ciphertext. 

Galois Counter Mode (GCM) A mode of operation for symmetric-key cryptographic block ciphers 

Hardware Security Module 

(HSM) 

A physical computing device that safeguards and manages cryptographic 

keys 

Hash algorithm / Hash 

function 

A function that irreversibly maps a bit string of arbitrary length to a fixed 

length bit string. 

Hash value The result of applying a hash function to data 

Initialization Vector (IV) 
A binary string that is used as an initial value in computing the first iteration 

in feedback mode, e.g. in symmetric-key block ciphers. 

Kerberos 
An authentication system developed at the Massachusetts Institute of 

Technology (MIT) 

key escrow 
A deposit of the private key, might be accessible to 3rd parties subject to the 

escrow agreement 

MAC algorithm An algorithm that computes a MAC from a message and a key 

Message Authentication 

Code (MAC) 

A data authenticator generated from the message 

message digest The result of applying a hash function to a message. 

Open Authorization (OAuth) An open-standard authorization protocol 

Open Pretty Good Privacy 

(OpenPGP) 

An encryption program that provides privacy and authentication for data 

communications 

Password Authentication 

Protocol (PAP) 

A password-based authentication protocol used by Point to Point Protocol 

(PPP) 

Payment Card Industry Data 

Security Standard (PCI DSS) 

An information security standard for organizations that handle branded 

credit cards 

Plaintext The original message. 

Public key infrastructure 

(PKI) 

An infrastructure supporting a certificate-based public key cryptographic 

system 

Rivest-Shamir-Adleman 

(RSA) 

a reversible public-key algorithm for digital signatures and key establishment 



Term Definition 

Secure Hash Algorithm 

(SHA) 

A family of hash algorithms 

Stream cipher 
A cryptographic algorithm win which each plaintext digit is encrypted one at 

a time with the corresponding digit of the keystream 

Symmetric Cryptography 

A branch of cryptography involving algorithms that use the same key for two 

different steps of the algorithm (such as encryption and decryption, or 

signature creation and signature verification). Symmetric cryptography is 

sometimes called "secret-key cryptography" (versus public-key 

cryptography) because the entities that share the key 

symmetric key algorithm 
A cryptographic algorithm that uses the same secret key for encrypting and 

decrypting the ciphertext 

Transport Layer Security 

(TLS) 

An authentication and encryption protocol widely implemented in browsers 

and Web servers 

Wi-Fi Protected Access 

(WPA) 

A family of standardized cryptographic systems used in wireless networks for 

authentication and data encryption 

X.509 certificate 

Public key certificates that contain three nested elements: 1) the tamper-

evident envelope (digitally signed by the source), 2) the basic certificate 

content (e.g., identifying information and public key), and 3) extensions that 

contain optional certificate information (NIST) 

 

5.3 References: 

[1] NIST Glossary, https://csrc.nist.gov/glossary 
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6 Advanced Network Security (2.6) 

6.1 Introduction 

This section contains the glossary of concepts relevant in the context of advanced network security. 

6.2 Glossary 

Term Definition 

ARP spoofing 

Falsified ARP (Address Resolution Protocol) messages are sent over a local 

area network resulting in the linking of an attacker's MAC address with the IP 

address of a legitimate computer. 

BGP Hijacking 
The illegitimate injecting groups of IP addresses and thus corrupting Internet 

routing tables maintained using the Border Gateway Protocol (BGP). 

Botnet 

A set of personal computers compromised by the attacker that work together 

to accomplish a task attacker gives to it (e.g. creating a DDoS attack towards 

some target).  

Click frauds 

Click fraud is a type of fraud that occurs on the Internet in pay-per-click (PPC) 

online advertising. In this type of advertising, the owners of websites that 

post the ads are paid an amount of money determined by how many visitors 

to the sites click on the ads. 

Computer virus 
Piece of code which is capable of copying itself and typically has a detrimental 

effect, such as corrupting the system or destroying data. 

Computer worm 
Standalone malware computer program that replicates itself in order to 

spread to other computers.  

Cross site scripting (XSS) Malicious scripts are injected into otherwise benign and trusted websites. 

Denial of Service attack 

(DoS) 

Denial-of-service attack (DoS attack) is a cyber-attack in which the attacker  

seeks to make a service, machine or network unavailable to its intended users 

by flooding the targeted machine or resource with superfluous requests in an 

attempt to overload systems and prevent some or all legitimate requests 

from being fulfilled. 

DDoS attack 
Distributed denial-of-service attack is a type of DoS attack which occurs when 

multiple systems flood the bandwidth or resources of a targeted system. 

DMZ 

Demilitarized zone is a physical or logical subnetwork that contains and 

exposes an organization's external-facing services to an untrusted network, 

usually a larger network such as the Internet. 

DNS spoofing 
Corrupt Domain Name System data is introduced into the DNS resolver's 

cache, causing the name server to return an incorrect result record. 

DNSSEC 

Domain Name System Security Extensions is a suite of Internet Engineering 

Task Force (IETF) specifications for securing certain kinds of information 

provided by the Domain Name System (DNS) as used on Internet Protocol (IP) 

networks. 



Term Definition 

Exploit 
A software tool designed to take advantage of a flaw in a computer system, 

typically for malicious purposes such as installing malware. 

Firewall 
Network security system that monitors and controls incoming and outgoing 

network traffic based on predetermined security rules. 

Footprinting 
The technique used for gathering information about computer systems and 

the entities they belong to. 

Honeypot 

Computer security mechanism set to detect, deflect, or, in some manner, 

counteract attempts at unauthorized use of information systems by acting as 

a legitimate machine while on the other side being used for logging attack 

attempts. 

IDS/IPS 

Intrusion Detection System and Intrusion Prevention System both increase 

the security level of networks, IDS monitors the traffic and inspects and scans 

packets for suspicious data, while IPS imposes rules in order to mitigate the 

detected attacks. 

IP fragmentation attack 
Denial of service attack, in which the perpetrator overbears a network by 

exploiting datagram fragmentation mechanisms. 

IP spoofing The creation of IP packets with a false source IP address. 

Malware 
Any software intentionally designed to cause damage to a computer, server 

or computer network. 

Netstat 

Command-line network utility tool that displays network connections for the 

Transmission Control Protocol (both incoming and outgoing), routing tables, 

and a number of network interface (network interface controller or software-

defined network interface) and network protocol statistics. 

Nmap 
Free and open-source security scanner used to discover hosts and services 

on a computer network, thus building a "map" of the network. 

Onion routing 

Technique for anonymous communication over a computer network. In an 

onion network, messages are encapsulated in layers of encryption, analogous 

to layers of an onion. 

Packet capture 
Intercepting a data packet that is crossing or moving over a specific computer 

link. Once a packet is captured, it is stored temporarily so that it can be 

analyzed. 

Password guessing attack 

Attempt to discover a password by systematically trying every possible 

combination of letters, numbers, and symbols until you discover the one 

correct combination that works. 

Penetration testing 
An authorized simulated attack on a computer system, performed to 

evaluate the security of the system. 



Term Definition 

Phishing 

Fraudulent attempt to obtain sensitive information such as usernames, 

passwords, and credit card details by disguising as a trustworthy entity in an 

electronic communication. 

Ping 
Network administration software utility used to test the reachability of a host 

on an Internet Protocol (IP) network. 

Port enumeration The process of tying the program or service to the TCP/IP port it uses. 

Port scanning 
The process of connecting to TCP and UDP ports for the purpose of finding 

what services and applications are open on the target device. 

Ransomware 
Type of malicious software from cryptovirology that threatens to publish the 

victim's data or perpetually block access to it unless a ransom is paid. 

RTBH 
Remote Triggered Black Hole filtering is a popular and effective technique for 

the mitigation of denial-of-service attacks in ISP networks. 

Session hijacking 
The exploitation of a valid computer session to gain unauthorized access to 

information or services in a computer system. 

Smurf attack 

Distributed denial-of-service attack in which large numbers of Internet 

Control Message Protocol (ICMP) packets with the intended victim's spoofed 

source IP are broadcast to a computer network using an IP broadcast address. 

SQL injection The placement of malicious code in SQL statements, via web page input. 

SSL attacks 
A common name for a set of attacks on the SSL (Secure Socket Layer) 

protocol. 

SYN flood 

Denial-of-service attack in which an attacker sends a succession of SYN 

requests to a target's system in an attempt to open excessive number of TCP 

sockets and consume enough server resources to make the system 

unresponsive to legitimate traffic. 

TCPdump 
Command-line packets sniffer or package analyzer tool which is used to 

capture or filter TCP/IP packets that are received or transferred over a 

network on a specific interface. 

Tor 
Free software for enabling anonymous communication using onion routing 

concept.  

Trojan Any malicious computer program which misleads users of its true intent. 

Wireshark 
Free and open source packet analyser with GUI. It is often used for network 

troubleshooting, analysis, software and communications protocol 

development, and education. 

 

 



7 Cyber Security Strategies (2.7) 

7.1 Introduction 

This section contains the glossary of concepts relevant in the context of cyber security strategies. 

7.2 Glossary 

Term Definition 

Access Ability to make use of any information system (IS) resource. 

Adversary 
An entity that is not authorized to access or modify information, or who 

works to defeat any protections afforded the information. 

Anonymity Keeping actions and activities separate from the identity. 

Asset 
Anything tangible or intangible that has value to the organization. This could 

be data, files, hardware, applications, individuals... 

Assurance 

Measure of confidence that the security features, practices, procedures, 

and architecture of an information system accurately mediates and 

enforces the security policy. 

Attack 

An attempt to gain unauthorized access to system services, resources, or 

information, or an attempt to compromise system integrity, availability, or 

confidentiality. 

Attack Sensing and Warning 

Detection, correlation, identification, and characterization of intentional 

unauthorized activity with notification to decision makers so that an 

appropriate response can be developed. 

Attribute-based access 

control 

Access control paradigm whereby access rights are granted to users through 

the use of policies which combine attributes together. The policies can use 

any type of attributes (user attributes, resource attributes, environment 

attribute etc. 

Chief Information Security 

Officer (CISO) 

Senior-level executive within an organization responsible for establishing 

and maintaining the enterprise vision, strategy, and program to ensure 

information assets and technologies are adequately protected 

COBIT (Control Objectives 

for Information and Related 

Technologies) 

Framework which defines a set of generic processes for the management of 

IT, with each process defined together with process inputs and outputs, key 

process-activities, process objectives, performance measures and an 

elementary maturity model 

Compartmentalization 
A non-hierarchical grouping of information used to control access to data 

more finely than with hierarchical security classification alone. 



Term Definition 

Cyber attack 

An attack, via cyberspace, targeting an enterprise’s use of cyberspace for 

the purpose of disrupting, disabling, destroying, or maliciously controlling a 

computing environment/infrastructure; or destroying the integrity of the 

data or stealing controlled information. 

Cyber incident 

Actions taken through the use of an information system or network that 

result in an actual or potentially adverse effect on an information system, 

network, and/or the information residing therein. See incident. See also 

event, security-relevant event, and intrusion. 

Incident 

An occurrence that actually or potentially jeopardizes the confidentiality, 

integrity, or availability of an information system or the information the 

system processes, stores, or transmits or that constitutes a violation or 

imminent threat of violation of security policies, security procedures, or 

acceptable use policies. 

information security 

management system (ISMS) 

Set of policies and procedures for systematically managing an organization's 

sensitive data 

Intrusion Detection System 

(IDS) 

Device or software application that monitors a network or systems for 

malicious activity or policy violations. 

intrusion prevention system 

(IPS) 

 A system that can detect an intrusive activity and can also attempt to stop 

the activity, ideally before it reaches its targets. 

Isolation 
The ability to keep multiple instances of software separated so that each 

instance only sees and can affect itself. 

Privacy 
The right of a party to maintain control over and confidentiality of 

information about itself. 

Pseudonymity Keeping reputation against an identity. 

Recovery procedures 
Actions necessary to restore data files of an information system and 

computational capability after a system failure. 

Risk Results of a threat exploiting a vulnerability in one or more assets. 

Risk Assessment 
The identification, evaluation and estimation of the level of risks that 

related to the organization assets. 

Security as Prevention 
This approach seeks to prevent threats from arising in the first place by 

addressing the underlying causes that generate them before they emerge. 

Security Control 
A mechanism designed to address needs as specified by a set of security 

requirements. 
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Security domain 
A domain within which behaviors, interactions, and outcomes occur and 

that is defined by a governing security policy. 

Security Policy 
A set of rules that governs all aspects of security-relevant system and 

system element behavior. 

Threat 
The potentials for vulnerabilities to turn into attacks and cause serious harm 

to the system’s assets. 

Threat landscape (threat 

model) 

Group of threats and adversaries that an organization or individual faces. 

Vulnerability Weakness in the asset that could be exploited by one or more threats 

 



8 Risk Analysis and Threat Modelling (2.09) 

Term Definition 

Asset Any organization’s resource with economic value that can be controlled and that is 

expected to provide a benefit to the organization in the future. 

Attack Socially or politically motivated act of exploiting vulnerabilities in the target 

system 

Attack graph A graphical representation of all paths through a system that end in a state where 

an attacker has successfully achieved a goal. 

Attack tree A graphical representation of attacks by identifying the system security 

vulnerability as the root node of the tree, and the ways in which the attacker can 

endanger the system are displayed by tree leaves. 

CCE Common Configuration Enumerator. A depository that contains security 

vulnerabilities and interfacing inconsistencies found in system configurations. 

Completeness 

uncertainties 

An uncertainty that arises from the risk factors that are not observed during the risk 

analysis process. 

Consequence The impact of an incident on an asset in terms of harm or reduced asset value. All 

potential loss caused by threat events. 

CPE Common Platform Enumerator. An archive with details about the operating 

systems, software applications and hardware devices in order to help IT managers 

to identify risks and vulnerabilities, and make decisions about what to install, patch 

or disable. 

CVE Common Vulnerabilities and Exposures. A depository of registered known 

information security vulnerabilities. 

CVSS Common Vulnerability Scoring System. An algorithm that, according to subject 

software’s parameters, calculates a score expressing the level of calculated security. 

Cyber risk Any undesired event that can happen related to some failure of information 

technology systems and cause financial loss, disruption or damage to the reputation 

of an organization. 

Cyber threat analysis A process in which knowledge of internal and external information vulnerabilities 

is compared to actual or possible cyber-attacks. 

Cyberattack A malicious and deliberate attempt by an individual or organization to breach the 

information system of another individual or organization in order to seeks some 

type of benefit from disrupting the victim’s network. 

D-S  Dempster-Shafer (DS) theory, also called Evidence theory and Theory of belief 

functions. Epistemic uncertainty analysis approach. 

Fuzzy analysis Analysis in which uncertainty is quantified by a fuzzy variable that is associated 

with a membership function (μ). 

Hazard Any real or potential state that can cause injury, illness or death, environmental 

damage, damage or loss of system, equipment or property. The potential to cause 

harm. 

IEC/ISO 31010 IEC/ISO 31010: Risk management – Risk assessment techniques. A standard 

prepared by IEC technical committee 56: Dependability together with the ISO 

TMB “Risk management” working group. 
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Interval analysis Uncertainty analysis in which parameters values are represented by interval using 

the lower and upper or minimum and maximum values. 

ISMS Information Security Management System. 

ISO 27001 ISO 27001: Information technology — Security techniques — Information security 

management systems — Requirements. A standard prepared by Joint Technical 

Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT 

Security techniques. 

ISO 31000 ISO 31000: Risk management — Principles and guidelines. A standard prepared 

by the ISO Technical Management Board Working Group on risk management. 

ISO27k The series of 68 information security standards prepared jointly by the International 

Organization for Standardization (ISO) and the International Electrotechnical 

Commission (IEC). 

IT assets The information or data that organization possess and use as well as the systems 

that process, store, and transmit that information or data. 

Model uncertainty An uncertainty that arises from the compliance between the properties of the system 

being analyzed and the model assumptions. 

MTFF Mean Time to First Failure. A time between the points the system was first 

initialized to the first time point when the system enter into a compromised or failed 

state.  

MTTB Mean Time to Breach. An average amount of time spent by a red team to break into 

a system. 

MTTR Mean Time to Recovery. An expected amount of time needed to recover a system 

and back to a safe state after being compromised by an attacker. 

NIST SP 800-30 National Institute of Standards and Technology’s cybersecurity risk management 

framework for computer security guidance. 

OCTAVE Operationally Critical Threat, Asset, and Vulnerability Evaluation. A technique for 

cyber threat analysis. 

OVAL Open Vulnerability and Assessment Language. A language to encode system 

details, and an assortment of content repositories. 

PASTA The Process for Attack Simulation and Threat Analysis. A technique for cyber 

threat modeling. 

PDCA "Plan-Do-Check-Act" model: Plan (establish the ISMS), Do (implement and 

operate the ISMS), Check (monitor and review the ISMS), and Act (maintain and 

improve the ISMS). 

Probabilistic analysis Analysis in which uncertainty is quantified by using distributions of random 

(discrete or continuous) variables. 

Risk Combination of the probability of an event and its consequence [ISO/IEC 27002]. 

Risk identification Process of finding, recognizing and recording malicious and non-malicious risks. 

Risk management Coordinated activities to direct and control an organization with regard to risk. 

Risk matrix Semi-quantitative technique that uses numerical rating scales in order to evaluate 

probability and consequence of risk event. Recommended by ISO 27001. 
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Risk treatment Preventive and mitigation measures to reduce risk level that can be conducted in 

two directions. 

S’CAP Security Content Automation Protocol of the US National Institute of Standards 

and Technology (NIST) for the standardized classification and assessment of the 

security content in a software system. 

STRIDE Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, 

Elevation of privilege. A technique for cyber threat modeling. 

Threat A potential cause of an unwanted incident, which may result in harm to a system 

or organization. 

Threat Modelling A strategic process aimed at considering possible attack scenarios and 

vulnerabilities within a proposed or existing application environment for the 

purpose of clearly identifying risk and impact levels. 

Vulnerability A weakness, flaw, or deficiency that can be exploited by a threat to cause harm to 

an asset. A weakness that could allow an attacker to compromise the integrity, 

availability, or confidentiality of system or system’s products. 

XCCDF Extensible Configuration Checklist Description Format. An XML template form 

that facilitates the preparation of standardized security instructions, security 

checklists, benchmarks, and related documents that present vulnerabilities or 

security issues about the software. 

 

  



9 Cyber Incident Analysis and Response (2.10) 

9.1 Introduction 

This section contains the glossary of concepts relevant in the context of cyber incident analysis 
and response. 

9.2 Glossary 

Term Definition 

Exploit A piece of software, a chunk of data, or a sequence of commands that takes 

advantage of a bug or vulnerability to cause unintended or unanticipated 

behavior to occur on a computer system 

Data Breach An incident in which sensitive, protected or confidential data has potentially 

been viewed, stolen or used by an individual unauthorised to do so. 

Malicious Code A code causing damage to a computer or system 

Malware Any software that brings harm to a computer system. 

Threat A possible danger that might exploit a vulnerability to breach security and 

therefore cause possible harm 

Passive information 

gathering 

Gathering of publicly published information about the target organization. 

Attackers can use search engiens, analyze job postings, search DNS records 

oh WHOIS database. 

Active Information Gathering Active information gathering requires direct engagement with the target 

organization. Methods may vary from social engineering to port mapping, 

operational system fingerprinting. 

Penetration Test The security-oriented probing of a computer system or network to seek out 

vulnerabilities that an attacker could exploit 

Security Incident Event 

Management 

The process of identifying, monitoring, recording and analysing security 

events or incidents within a real-time IT environment.  

Intrusion Detection System Device or software application which monitors system for malicous activity 

or policy violations. Malicous activity is logged and reported to responsible 

authorities. 

Intrusion Prevention System Additionallty to standard passive actions taken by IDS, IPS can actively 

respond to an identified threat. Such actions may vary from droppping of the 

malicious packets, to blocking the traffic from a source address, or a 

connection reset. 

Email harvesting Email harvesting is the process of obtaining a large number of email 

addresses through various methods. The purpose of harvesting email 

addresses is for use in bulk emailing or for spamming. 



Term Definition 

DNS enumeration DNS enumeration is the process of locating all the DNS servers and their 

corresponding records for an organization. DNS enumeration will yield 

usernames, computer names, and IP addresses of potential target system. 

Port scanning Technique used to find open ports and services avaliable on a host system. 

Port scanning is used to identify network services on a host and discover 

potential vurnerabilites.   

Packet sniffer  A tool that intercepts data and logs traffic flowing in a computer network. 

SMB numeration A tecnique used in Windows environment to scan the IP addresses for the 

NetBIOS name iformation. It can provide information such as IP address, 

services avaliable, logged in username nad MAC address of the 

corresponding machine. 

SMTP  Enumeration SMTP enumeration allows us to determine valid users on the SMTP server. 

This is done with the help of built-in SMTP commands VRFY,EXPN and RCPT 

TO. 

Buffer overflow An anomaly where a program, while writing data to a buffer, overruns the 

buffer's boundary and overwrites adjacent memory locations. If this 

overwrites adjecent data or executable code, this may result in erratic 

program behaviour. 

Fuzzing Fuzzing is an techique that involves providing invalid, unexpected or random 

data as inputs to a computer program. The program is then monitored for 

exceptions such as crashes, failing built-in code assertions, or potential 

memory leaks. 

Privilege  Escalation The act of exploiting a bug, design flaw or configuration oversight in an 

operating system or software application to gain elevated access to resources 

that are normally protected from an application or user. 

Cross-site scripting (XSS) Cross-site scripting (XSS) is a type of computer security vulnerability typically 

found in web applications. XSS enables attackers to inject client-side scripts 

into web pages viewed by other users. 

SQL injection An injection attack wherein an attacker can execute malicious SQL 

statements that control a web application’s database server. 

Local File Inclusion Local File Inclusion  allows an attacker to read (and sometimes execute) files 

on the victim machine. 

Remote File Inclusion Remote File Inclusion allows an attacker to execute the code hosted on their 

own machine 

Denial of Service Interruption in an authorised user's access to a computer network, typically 

with malicious intent. Typically accomplished by flooding the targeted 



Term Definition 

machine or resource with requests in an attempt to prevent some or all 

legitimate requests from being fulfilled. 

 

 

  



10 Data Mining in Digital Forensics (2.11) 

10.1 Introduction 

This section contains the glossary of concepts relevant in the context of data mining in digital 
forensics. 

10.2 Glossary 

Term Definition 

A priori algorithm The basic algorithm for producing IF THEN rules of data. The algorithm 

searches for all rules that satisfy conditions for support and confidence. 

Support is the minimum probability for a rule to be present in the dataset. 

Confidence is the minimum conditional probability P(THEN|IF) to be present 

in the dataset. 

Accuracy A metric for evaluating classification prediction, measuring the percentage of 

times a prediction matches the expected output.  

Algorithm parameters Parameters that are learned in the training phase of building models. Usually 

each algorithm has several parameters, where usually default values are set 

for fast execution of algorithms. Different predictive algorithms may have 

(e.g. linear regression) or have not (e.g. neural networks) theoretical 

guarantees for parameter convergence and thus specialized optimization 

techniques have to be applied (e.g. different versions of gradient descent 

method) 

Algorithm hyper parameters Parameters of algorithms that have to be assigned by user. They are not 

directly optimized in learning phase of algorithm, but estimated for dataset 

at hand based on repetitive learning of the model. Cross Validation is 

common technique for estimation of hyper parameters. 

Alpha error The false alert, or false positive error. Represents the error of wrongly 

classifying objects to positive values, meaning that falsely claiming that 

someone is sick, or that someone should be granted a loan. 

AUC Area under the ROC curve. Presents an evaluation measure that measures 

the performance of an binary classication model in terms of true positive and 

false positive rates varying the decision boundary from 1 (True positives rate 

= 0, False positive rate = 1) to 0 (True positive rate = 1, False positive rate = 

0).  

AUPRC Area under the Precision Recall curve. Presents an evaluation measure that 

measures the performance of an binary classication model in terms of true 

positive and  positive predictive rate (precision) varying the decision 

boundary from 1 to 0 .  

Beta error The false negative error, meaning that the model is able to diagnose a real 

diagnosis of a patient or the ability of the client to return a loan. Instead the 



Term Definition 

model claims the person is not sick, but it is, or it claims that a client should 

not be granted a loan, but it should. 

Classification The process of assigning (classifying) labels to objects  of a given data set 

based on given input attributes. The model has been previously trained based 

on training data sets that included both input attributes and the output 

(label) attribute. It is a kind of supervised learning. 

Clustering The process of assigning labels to objects (segmenting, clustering) of a given 

data set based on given input attributes. The model didn't have a training 

dataset with included labels.  The process of clustering is usually done based 

on similarity of objects, and without knowing the true label data. It is a kind 

of unsupervised learning. 

CRISP DM Cross industry standard process for data mining. A methodology proposed to 

track and document the data mining process which is not as straightforward 

as a typical information system project. 

Cross validation Technique for estimation of model performance on unseen data and for 

hyper parameter optimization. Cross validation splits the dataset on k 

number of folds, where k is user defined constant. After splitting, machine 

learning model is trained on the data from k-1 folds and evaluated on one 

fold that is not used for training. This process is repeated until each fold was 

used for test.  

Data Mining The process of extracting useful knowledge from data, storing it as models, 

and implementing these models for advancing existing or new business 

processes 

Data mining model An output of a data mining algorithm. It can be implemented in the business 

decision process and can support or even replace a business decision process. 

Data preparation The process of preparing a dataset for application of a data mining algorithm. 

As in information systems the GIGO rule applies, i.e. if a dataset is not 

prepared properly, it cannot be expected for a data mining algorithm to work 

correctly. 

Data set A table with n rows, usually denoted as objects, and m rows, usually denoted 

as attributes and features. The data set is the basic object on which all data 

mining algorithms are applied to. 

DB SCAN A density based clustering algorithm that produces clusters based on 

densities between objects. The notion of density is defined in terms of the 

minimum similarity between objects, and the minimum number of objects 

that should be grouped as a cluster. In comparison to K-Means the algorithm 

doesn't need to be defined the number of clusters to be produced, instead it 
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automatically produces the optimal number of clusters, based on the given 

parameter values 

Decision tree algorithm A data mining algorithm that builds classification and regression models in a 

tree like form, meaning that all attributes existing in the tree have a 

hierarchical structure, where in logistic regression algorithms, all attributes 

are on the same level on hierarchy and have an additive form. Every decision 

tree algorithm consists of nodes, branches, and leaves. Leaves are nodes at 

the lowest level of hierarchy in the decision tree, and they are used for 

classification and prediction. 

Ensemble algorithms A group of classification algorithms that work as an ensemble of several 

classifiers that have been produced by strategies of attributes subset 

sampling (random forests) or by random dataset subset sampling (bagging) 

or by increasing the occurrence rate of objects that are hard to classify in data 

subset sampling (boosting). 

F measure The harmonic mean between precision and recall. Precision presents the 

ratio of truly predicted positive values compared to all the models positive 

predicted values. Recall presents the ratio of truly predicted positive values 

compared to all true positive values. 

Feature extraction The process of new feature creation, usually based on existing features. 

Feature selection The process of selecting a subset of features that is best suitable for buiding 

a best-performing model.  

Features The columns of the dataset. They serve to describe the object. Also called 

attributes.  

Gradient descent Optimization technique commonly used for optimization of machine learning 

model parameters, based on first order derivatives. 

K-means The basic clustering algorithms that builds a model that produces K segments 

for a given dataset. The algorithm iterates in two phases, the centroid 

calculation phase, and the object to centroid assignment phase. The main 

user concern is to define the optimal K, for which there is no straightforward 

solution. 

Logistic regression The basic classification algorithm that builds an additive model that 

resembles to linear regression. In comparison to linear regression, the logistic 

regression uses the logistic (sigmoid function) that models the relationship 

between the input and categorical output variables.  

Neural networks A class of data mining algorithm that can be thought of as a net of logistic 

regression classfiers that have an input, output, and several middle layers. It 
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is especially useful for building good classification models where the decision 

boundary is very complex. 

OPTICS An upgrade of the DB SCAN algorithm that works well with clusters of 

different densities. 

Overfitting (or Overtraining) The act of developing too complex models that capture idiosyncrasies of the 

training sample (i.e. noise), thus not generalizing/behaving well on new data 

points. 

Predictive analytics A typical name that is used for classification and regression algorithms in 

industry. The set of techniques for estimation or prediction of unknown 

values based on identification of patterns in the data. 

Regression The process of assigning numerical values to objects of a given data set based 

on given input attributes. The model has been previously trained based on 

training data sets that included both input attributes and the output 

attribute, which is numerical. It is a kind of supervised learning.  

Regularization A penalty on the optimization loss function, that prevents the model of 

developing too much complexity, thus controlling for overfitting. 

Silhouette plot A clustering evaluation measure that measures whether an object in an 

assigned cluster is nearer to the assigned cluster or the nearest cluster to the 

assigned cluster.  

Supervised learning The process of learning a predictive model by using examples that contain 

the true label (output that should be predicted). 

Support vector machines A classification algorithm that builds a decision boundary between the 

different classes by a geometrical idea of choosing the boundary to be 

positioned in such a way that maximizes the distance between objects that 

belong to different classes. 

Test set Part of the dataset that is used for estimation of model performance on 

unseen data. 

Train set Part of the dataset that is used for learning of model parameters. 

Unsupervised learning The process of learning a descriptive model by using examples without any 

prior labelling and without apriori known target output.  

Validation set Part of the dataset that is used for optimization of hyper parameters. In most 

cases validation set is simulated with Cross validation procedure. 

 

 

  



11 Digital Forensics Tools and Techniques (2.12) 

11.1 Introduction 

The glossary of digital forensics terms relevant to Digital Forensics Tools and Techniques course was 
constructed by modifying SWGDE Digital & Multimedia Evidence Glossary [1]. The glossary was 
modified by removing terms not relevant to computer forensics (terms relevant to image analysis, 
video analysis and forensics audio). 

11.2 Glossary 

Term Definition 

Acquisition See “Image”. 

Administrative Review A procedure used to check casework for consistency with agency/laboratory 
policy and for editorial practice. 

Archive Copy A copy of data placed on media suitable for long-term storage, from which 
subsequent working copies can be produced. 

Archive Image A bit stream duplicate of the original data placed on media that is suitable for 
long-term storage. 

Archiving The process of storing data in a manner suitable for long term availability and 
retrieval. 

Artifact Information or data created as a result of the use of an electronic device that 
shows past activity. 

Capture The process of recording data, such as an image, video sequence, or audio 
stream. 

Capture Device A device used in the recording of data. 

Carve The extraction of a portion of data for the purpose of analysis. 

CD/DVD (compact 
disc/digital versatile disc) 

Optical disc formats designed to function as digital storage media. 

Cellular Network Isolation 
Card (CNIC) 

Identity module card that isolates a device from cellular connectivity. CNIC’s 
do not contain a “cipher key” thus preventing access with a cellular network. 

Chain of Custody The chronological documentation of the movement, location and possession 
of evidence. 

Clean Room/Chamber To the extent possible, a limited particulate environment (e.g. requirements 
would follow ISO 5 or Class 100 standard for air quality). 

Competency Test The evaluation of a person’s knowledge and ability prior to performing 
independent work in 

forensic casework. [ASCLD] 



Term Definition 

Compression The process of reducing the size of a data file. (See also, “Lossy Compression” 
and “Lossless 

Compression”.) 

Compression ratio The size of a data file before compression divided by the file size after 
compression. 

Computer Forensics A sub-discipline of Digital & Multimedia Evidence, which involves the 
scientific examination, analysis, and/or evaluation of digital evidence in legal 
matters. 

Copy An accurate reproduction of information. 

Data Information in analog or digital form that can be transmitted or processed. 

Data Analysis The assessment of the information contained within the media. 

Data Extraction A process that identifies and recovers information that may not be 
immediately apparent. 

Data Smear The modification of data by a running system during the data acquisition 
process. 

Digital Evidence Information of probative value that is stored or transmitted in binary form. 

Digital Image See “Image”. 

Directory Listing A list of files contained within an object. It may also contain other information 
such as the size and dates of the files. 

Duplicate An accurate and complete reproduction of all data objects independent of 
the physical media. 

Erased File Recovery The process for recovering deleted files. 

Extraction A method of exporting data from a source (e.g. copying data from EnCase 
preview, dumping data from a cell phone). See “Data Extraction”. 

File Format The structure by which data is organized in a file. 

File Slack The data between the logical end of a file and the end of the last storage unit 
for that file. Ex: For the FAT file system, the data between the logical end of 
the file and the end of the cluster. 

Forensic The use or application of scientific knowledge to a point of law, especially as 
it applies to the investigation of crime. 

Forensic Cloning The process of creating a bit stream duplicate of the available data from one 
physical media to another. 

Forensic Image See “Image”. 



Term Definition 

Forensic Wipe A verifiable procedure for sanitizing a defined area of digital media by 
overwriting each byte with a known value. 

Format (verb) The process of preparing a hard disk and/or removable media for data 
storage. This is not 

a replacement for a forensic wipe. 

(noun) The structure by which data is organized on a device. 

Free Space Data storage areas available for use by the computer. The area may already 
contain previously 

stored information. Also referred to as Unallocated Space. 

Geotag GPS coordinates added to files as metadata. 

GPX GPS exchange format. An XML scheme designed for a common GPS format 
for software applications. 

Image A bit stream copy of the available data. The result may be encapsulated in a 
proprietary format (e.g., E01, 001, etc.). 

Integrity verification The process of confirming that the data presented is complete and unaltered 
since time of acquisition. 

Intermediate Storage Any media or device on which data is temporarily stored for transfer to 
permanent or archival storage. 

Log File A record of actions, events, and related data. 

Logical Acquisition/Copy An accurate reproduction of information contained within a logical volume 
(e.g. mounted volume, logical drive assignment, etc). 

Lossy Compression Compression in which data is lost and cannot be retrieved in its original form. 

Lossless Compression Compression in which no data is lost and all data can be retrieved in its 
original form. 

Media Objects on which data can be stored. 

Media Characterization The process of inspecting, identifying, and noting the properties of the media. 

Memory Smear The modification of data by a running system during the memory acquisition 
process. 

Metadata Data, frequently embedded within a file, that describes a file or directory, 
which can include the locations where the content is stored, dates and times, 
application specific information, and permissions. 

Mobile Device A portable device that has an embedded system architecture, processing 
capability, on–board memory, and may have telephony capabilities (e.g., cell 
phones, tablets, and smartphones). 
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Mobile Phone Forensics For legal purposes, the utilization of scientific methodologies to recover data 
stored by a cellular device. 

Multimedia Evidence Analog or digital media, including, but not limited to, film, tape, magnetic and 
optical media, and/or the information contained therein. 

Native File Format The original form of a file. A file created with one application can often be 
read by others, but a file’s native format remains the format it was given by 
the application that created it. In most cases the specific attributes of a file 
(for example, fonts in a document) can only be changed when it is opened 
with the program that created it. [Newton’s Telecom Dictionary] 

Partition User defined section of electronic media. 

Password Recovery The process of locating and identifying a series of characters used to restrict 
access to data. 

PCB Printed Circuit Board. A board used in electronics. 

Peer Review/Technical 
Review 

An evaluation conducted by a second qualified individual of reports, notes, 
data, conclusions, and other documents. 

Physical Copy An accurate reproduction of information contained on the physical device. 

Physical Image/Acquisition A bitstream duplicate of data contained on a device. 

Preview A sub-process of triage where a cursory review of items is performed to 
assess the need for collection and/or further examination. 

Proficiency Test A test to evaluate analysts, technical support personnel, and the quality 
performance of an agency. 

Proprietary File Format Any file format that is unique to a specific manufacturer or product. 

Quality Assurance Planned and systematic actions necessary to provide sufficient confidence 
that an agency’s/laboratory’s product or service will satisfy given 
requirements for quality. 

Reconstruction The process of repairing damaged media in order to allow the retrieval of 
data. 

Reference Materials Refers to items such as published literature, hardware and software 
documentation, hash sets, header sets, etc. 

Reliability The extent to which information can be depended upon. 

Reproducibility The extent to which a process yields the same results on repeated trials. 

Residue Data that is contained in unallocated space or file slack. 

Restoration The process of restoring data from an image. 
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Signature Wiped Media that has been securely wiped in accordance with acceptable 
standards, such as those by NIST, utilizing a sector character signature that is 
unique. 

Skimmer A magnetic card reader used for illegal purposes. 

Source Code The list of instructions written in a programming language used to construct 
a computer program. 

Storage Media Any object on which data is preserved. 

Technical/Peer Review An evaluation conducted by a second qualified individual of reports, notes, 
data, conclusions, and other documents. 

Track Log A complete list of trackpoints that a GPS device has created. 

Trackpoint A location automatically created and stored by a GPS device without user 
interaction as a record of where it has been. 

Transcode To convert between formats or encoding methods. 

Triage The process by which items considered for collection or analysis are 
prioritized to determine the order in which they should be collected and/or 
analyzed, if at all. 

Trusted Media Media of a known state and risk to the examination. 

Unallocated Space Data storage areas available for use by the computer. The area may already 
contain previously stored information. Also referred to as Free Space. 

Validation The process of performing a set of experiments, which establishes the 
efficacy and reliability of a tool, technique or procedure or modification 
thereof. 

Validation Testing An evaluation to determine if a tool, technique or procedure functions 
correctly and as intended. 

Verification 1. The process of confirming the accuracy of an item to its original. 

2. Confirmation that a tool, technique or procedure performs as expected. 

Waypoint A location that is stored by a GPS device based on user interaction. 

Work Copy A copy or duplicate of a recording or data that can be used for subsequent 
processing and/or analysis. 

WORM (storage) Write Once, Read Many. A storage technology that allows media to be 
written only once but read an unlimited number of times. 

Write Block/Write Protect Hardware and/or software methods of preventing modification of media 
content. 
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12 Mobile and Multimedia Forensics (2.13) 

Term Definition 

Digital media Used within the fields to refer to the physical medium (such as a hard drive) or data 

storage device 

Acquisition The process of creating a duplicate copy of digital media for the purposes of 

examining it 

Image A duplicate copy of some digital media created as part of the forensic process 

Steganography The word steganography comes from the Greek name “steganos” (hidden or secret) 

and “graphy” (writing or drawing) and literally means hidden writing. 

Steganography uses techniques to communicate information in a way that is hidden 

Bluetooth A  wireless  protocol  that  allows  two  similarly  equipped  devices  to  

communicate with  each  other  within  a  short  distance  (e.g.,  30  ft.). 

Brute  Force  Password  

Attack 

  A  method  of  accessing  an  obstructed  device  by  attempting multiple  

combinations  of  numeric/alphanumeric  passwords 

Buffer  Overflow  Attack   A  method  of  overloading  a  predefined  amount  of  memory  storage in  a  

buffer,  which  can  potentially  overwrite  and  corrupt  memory  beyond  the  

buffer’s boundaries. 

Cellular  Network  

Isolation  Card  (CNIC) 

A  SIM  card  that  isolates  the  device  from  cell tower  connectivity.    

Deleted  File A  file  that  has  been  logically,  but  not  necessarily  physically,  erased  from  

the operating  system,  perhaps  to  eliminate  potentially  incriminating  evidence.  

Deleting  files  does not  always  necessarily  eliminate  the  possibility  of  

recovering  all  or  part  of  the  original  data. 

Digital  Evidence   Electronic  information  stored  or  transmitted  in  binary  form. 

Electronic  Serial  

Number  (ESN) 

A  unique  32-bit  number  programmed  into  CDMA phones  when  they are  

manufactured. 

Enhanced  Data  for  

GSM  Evolution  

(EDGE) 

An  upgrade  to  GPRS  to  provide  higher  data rates  by  joining  multiple  time  

slots. 

Examination   A technical  review  that  makes  the  evidence  visible  and  suitable  for  analysis;  

as well  as  tests  performed  on  the  evidence  to  determine  the  presence  or  

absence  of  specific  data. 

Forensic  Copy A  bit-for-bit  reproduction  of  the  information  contained  on  an  electronic device  

or  associated  media,  whose  validity  and  integrity  has  been  verified  using  an  

accepted algorithm.    

Forensic  Specialist Locates,  identifies,  collects,  analyzes,  and  examines  data,  while preserving  the  

integrity  and  maintaining  a  strict  chain  of  custody  of  information  discovered. 



Term Definition 

General  Packet  Radio  

Service  (GPRS) 

A  packet  switching  enhancement  to  GSM  and TDMA wireless  networks  to 

increase  data  transmission  speeds 

Global  System  for  

Mobile  

Communications  

(GSM) 

A  set  of  standards  for  second generation,  cellular  networks  currently  

maintained  by  the  3rd  Generation  Partnership  Project (3GPP). 

Mobile  Devices A  mobile  device  is  a  small  hand-held  device  that  has  a  display  screen  with 

touch  input  and/or  a  QWERTY  keyboard  and  may  provide  users  with  

telephony  capabilities. Mobile  devices  are  used  interchangeably  (phones,  

tablets)  throughout  this  document. 

Multimedia  Messaging  

Service  (MMS) 

An  accepted  standard  for  messaging  that  lets  users send  and  receive  messages  

formatted  with  text,  graphics,  photographs,  audio,  and  video  clips. 

Near  Field  

Communication  (NFC) 

A  form  of  contactless,  close  proximity,  radio communications  based  on  radio-

frequency  identification  (RFID)  technology.    

Subscriber  Identity  

Module  (SIM) 

A  smart  card  chip  specialized  for  use  in  GSM equipment. 

Universal  Mobile  

Telecommunications  

System  (UMTS) 

A  third-generation  (3G)  mobile phone  technology  standardized  by  the  3GPP  

as  the  successor  to  GSM. 

Animation making  an  object  appear  to  have  movement 

Audio  Clip a file  that  contains sound 

Bitmap   a grid  similar  to  graph  paper  from  with  each  small  square  will be  directly  

mapped back  onto  the  computer  screen as  a pixel. 

BMP   bitmap  graphic file format.   Often  used with photographic images  because  it  

can  show subtle  gradients  in  color. 

Compression a technique  that  mathematically  reduces  the  size  of a  file 

Computer  Generated  

Effects 

-the use  of a  computer  in  making  a  film  to  create  certain effects 

Digital  camera cameras that  store  photographs in a  digital format  on  magnetic  disk or internal 

memory. 

Digital  video video  that  is  in a format  that  can  be  interpreted by  the  computer 

Fonts   synonyms  with  typefaces  in a print  environment;  useful  in focusing  attention  

to  certain text  on  the screen,  enhancing  readability, setting  a  tone,  and  

projecting  an image.  Serif/SanSerif. 

GIF   Graphics  Interchange  Format  –  Graphic file  format  created  by  CompuServe  

for use  on  the web.  The  GIF  format  only  supports  up  to  256  colors. 



Term Definition 

Graphics   2D  and  3D  images. 

 Image  resolution   the  amount  of Information  stored  in  each  image,  measured  in  pixels (dots) 

per  inch.   Ppi  or  dpi 

 Interactive  multimedia multimedia applications  that allow  users to  directly  respond  to  and control and  

or all  of the  media elements. 

MP3 stands for  “Motion  Picture  Experts  Group  Audio  Layer  3”.  It  is  an  open 

standard technology  that  used file  compression  to  create  near-CD  quality  audio  

files  that  are  small enough  to  be  distributed  via the  Web 

MPEG Motion Picture  Experts  Group.  The  name  given to an  entire  family  of  standards 

used to  coding  audio-visual information  in a digital  compressed format. 

Multimedia -using  a  computer to  merge  various  types of  media such  as  word  processing, 

graphics, sound  ,animation, virtual reality  and  video 

Pixel -the  smallest  component of  an image  that can  be  transmitted  or received  in  a 

video display  system  (tiny  points  of light  that  make  up  a  picture) 

PNG Portable Network  Graphics.  Flexible graphic  file  format  used  on  the  web.   It  

supports a number  of different color depths including  256  colors (8bit)  as  well  

as  millions  of  colors  (24  or 32  bit). 

Streaming process  in which sound  or video  is  played  while  it  is  being  downloaded 

  Virtual  Reality lifelike  world  that  is created by  a  computer in  which  a  person  becomes  part  

of the action    

Raster  graphics a data  structure representing  a  generally  rectangular  grid  of  pixels,  or points 

of color, viewable  via a  monitor, paper,  or  other display  medium. 

  



13 Computer Security (2.15) 

13.1 Introduction 

This section contains the glossary of concepts relevant in the context of computer security. 

13.2 Glossary 

Term Definition 

Advanced persistent threat An party seeking to break system security characterized by a high degree of 

technical sophistication, organization, and focus on a specific system.  

Security through obscurity An ineffective security technique of relying on secrecy of security methods 

and practices for them to be effective.  

CVE Common Vulnerabiles and Exposures: a standard for the identification and 

tracking of vulnerabilities in software systems.  

CVSS Common Vulnerability Scoring System: a standard for rating the severity of 

an identified vulnerability.  

CWE Common Weakness Enumeration: as standard for categorizing the fields of 

weakness which lead to software vulnerabilities.  

CPE Common Platform Enumeration is a standard for naming configurations of 

information technology systems/software.  

Ring model A standard for computer system security which locates all running code in a 

security context known as a ‘ring’ with ring 0 indificating complete access to 

the system and higher numbers indicating progressively smaller levels of 

access.  

Physical unclonable 

functions (PUF) 

Physical unclonable functions are ways to uniquely identify specific 

integrated circuits based on the imperfections of said ICs. These map inputs 

to outputs in a way which is highly unpredictable but, for a given IC, 

repeatable.  

Tamper resistence The capability of a given secure device or system to resist unauthorized 

tampering.  

Tamper evidence The capability of a given secure device or system to, if tampered with in an 

unauthorized manner to indicate this unambiguously upon investigation.  

FIPS 140-2 Federal Information Processing Standard, publication 140-2. A standard 

nominally for the United States of America federal government governing the 

capabilities of cryptographic devices. IN practice its levels are used industry-

wide.  

Side-channel attack In the broadest sense, a side-channel attack is an attack which does not 

attack vulnerabilities to be found in the security algorithm, nor in the code 

implementing the security algorithm, but in the way said code interacts with 



Term Definition 

specific hardware.  

Syscall number Unique number identifying to the OS what system call is to be run, persistent 

in Linux, highly variable in Windows.  

Access matrix A 3x3 bit grid describing the read, write, and execute access (as ‘0’ or ‘1’ 

which is to say ‘denied’ or ‘permitted’) of three groups of users: owners, 

members of the file’s group and everyone else.  

ACE Access Control Entry; a single unit of an ACL pertaining to one file (as a whole 

ACL does) one user or group and specifying the precise rights for that file and 

that user or group.  

KASLR Kernel Access Space Layout Randomization; a technique in the Linux kernel 

for moving the area of virtual space that maps to the the kernel’s memory by 

a random offset at boot giving approx. 40 bits of entropy.  

KPTI Kernel Page Table Isolation; An improved technique in the Linux Kernel of 

making attacks that attempt to access system memory more difficult. This is 

done by creating two different page tables for the kernel space, one which is 

for use when the CPU is in non-priviledged execution mode which only 

contains things such as interrupt handlers and such, and another which is 

only fo the system in kernel mode which contains everything.  

KAISER Kernel Address Isolation to have Side-channels Efficiently Removed; an old 

name for KPTI.  

shellcode A common payload for an arbitrary code execution attack: it is the necessary 

machine code required to start a system shell, thus allowing unfettered 

access to the system.  

Arbitrary Code Execution 

Attack 

A type of attack permitting the attacker to run arbitrary code on a system at 

the privilege level of the suborned process.  

Privilege Escalation Attack A type of attack used to raise the privilege level of a controlled process. 

Typically folows an arbitrary code execution attack, though can also be 

launched by an attacker who already has legitimate or semi-legitimate access 

to the system.  

RTL Return-to-libc: a type of attack which instead of trying to execute arbitrary 

code instead executes an arbitrary function in libc with arbitrary parameters 

by using its near-certain presence in memory and predictable layout.  

ROP Return-oriented-programming: a type of attack which instead of trying to 

execute user-supplied arbitrary code achieves a similar effect by engineering 

the return address in such a way that it runs small segments of library code, 

often chained in great numbers, which in total produce any desired effect. 

This bypasses non-executable bits.  



Term Definition 

ASLR Address Space Layout Randmization: a security technique which randomizes 

the layout of the memory of any process making launching memory-based 

attacks substantially more difficult.  

Memory leak attacks A method of attack which defeats ASLR by manipulating the system in such a 

way that it leaks the true addresses of, say, libc which allows us to reconstruct 

the position of libc in memory.  

XD bit A bit in paging structures of Intel CPUs which marks a page as not containing 

code of any kind.  

NX bit A bit in paging structures of AMD CPUs which marks a page as not containing 

code of any kind.  

XN bit A bit in paging structures of ARM CPUs which marks a page as not containing 

code of any kind.  

 

 

 


