
ISSES – Information Security Services
Education in Serbia

Supported by the Erasmus+ Capacity Building in
the field of Higher Education (CBHE) grant

N° 586474-EPP-1-2017-1-RS-EPPKA2-CBHE-JP

Digital Forensics Laboratory (DF Lab)
Laboratory  Report 

Version 0.2

Author(s)/Organisation(s):

Dejan Simic / UB-FON

Bojan Jovanovic / UB-FON

Date of final release:

TBD

Relevant Work Package(s):

WP3 – Lab development

Short Description:

Description of the Digital Forensics Laboratory implementation at Faculty of Organizational Sciences of
University of Belgrade (P5)

Keywords:

Digital Forensics Laboratory, implementation

  

The European Commission support for the production of this publication does not constitute endorsement
of  the  contents  which  reflects  the  views  only  of  the  authors,  and  the  Commission  cannot  be  held
responsible for any use which may be made of the information contained therein.



ISSES – Information Security Services
Education in Serbia

Supported by the Erasmus+ Capacity Building in
the field of Higher Education (CBHE) grant

N° 586474-EPP-1-2017-1-RS-EPPKA2-CBHE-JP

Revision History:

Revision Date Author(s) Status Description

V0.1 Apr 02, 2020 Dejan Simic, Bojan Jovanovic Working 
draft

First edition

V0.2 May 11, 2021 Bojan Jovanović Working 
draft

Minor changes

CONTENTS
1 Introduction...............................................................................................................................................3

2 Equipment.................................................................................................................................................4

3 Laboratory Setup.......................................................................................................................................6

3.1 Computer acquisition station.............................................................................................................6

3.2 Mobile Device acquisition station.......................................................................................................6

3.3 Field acquisition station......................................................................................................................6

3.4 Examination, analysis and reporting station.......................................................................................8

4 Laboratory Configrations...........................................................................................................................9

4.1 Laboratory Configration 1...................................................................................................................9

4.1.1 FTK Imager.................................................................................................11

4.1.2 Kali Linux - Guymager................................................................................12

4.2 Laboratory Configration 2.................................................................................................................13

4.3 Laboratory configuration 3...............................................................................................................18

5 Conclusions..............................................................................................................................................24

The European Commission support for the production of this publication does not constitute endorsement
of  the  contents  which  reflects  the  views  only  of  the  authors,  and  the  Commission  cannot  be  held
responsible for any use which may be made of the information contained therein.



ISSES – Information Security Services
Education in Serbia

Supported by the Erasmus+ Capacity Building in
the field of Higher Education (CBHE) grant

N° 586474-EPP-1-2017-1-RS-EPPKA2-CBHE-JP

1 Introduction

This  document  describes  the  implementation  of  the  Digital  Forensics  Laboratory  at  the
University of Belgrade (P5). The description contains the specification of the equipment (either
procured with the project funds or already owned by the university), its set up at the site of the
Digital Forensics Laboratory  at Faculty of Organizational Sciences.

Section 2 describes the hardware, software and consumables necessary to set up the laboratory.

The laboratory setup necessary to perform digital forensics laboratory exercises is explained in
section 3. The setup consists of four types of working stations: computer acquisition station,
mobile  device  acquisition  station,  field  acquisition  station,  and  examination,  analysis,  and
reporting station.  Additionally,  the laboratory setup consists  of  storage space and computer
networking equipment.

Section  4  describes  three  laboratory  configurations  used  to  implement  three  laboratory
exercises as specified in the course curriculum available on the project website.

The report is concluded in Section 5 with the recommendations for the future upgrades of the
laboratory.
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2 Equipment
This  section  specifies  the  Digital  Forensics  Laboratory  equipment.  The  equipment  includes
computer hardware, computer software, and consumables necessary to set up the laboratory.
Some of the equipment is general-purpose computer equipment and other is specific to digital
forensics tasks. 

The equipment was installed and configured according to the Digital Forensics Laboratory design
document. 

The equipment procured as part of the Information Security Services Education in Serbia (ISSES)
Erasmus+  Capacity  Building  in  the  Field  of  Higher  Education  project  was  installed  at  two
locations. 

The server and networking equipment that is jointly used by the Digital Forensics Laboratory and
the Laboratory for Multimedia Communications is installed at the Innovations Centre for ICT
Development and Application of the Faculty of Organizational Sciences.

Digital forensics workstations to be used by students during lab exercises are installed in the
Digital Forensics laboratory established at Faculty of Organizational Sciences. These consist of
two general purpose workstations Lenovo ThinkCentre M920t to be used during lab exercises.

One of the workstations is installed with Tableau T356789iu forensics bridge. All workstations
are equipped with Lenovo L27q-10 27" monitors. 

One  of  those stations  can  also be  used as  a  mobile  device  acquisition station with  mobile
forensics acquisition tool (MSAB Office) attached. 

A forensics duplicator (Tableau TX1) forms the basis of the field acquisition station. 

The  specialized  forensics  equipment  listed  above  is  supplemented  by  sets  of  specialized
computer and mobile device repair toolkits – desktop and laptop computer repair toolkits (PK-
2073B) and mobile device repair toolkits (SD9322M).

Additionally,  the Digital  Forensics Laboratory is  equipped with mass storage devices used as
sources for acquiring data – SATA HDD (Internal, 3.5’’, SATA, 1TB, 7200 RPM), USB HDD (External,
2.5’’, USB 3.1, 1TB), PCIe SDD (M.2 2280, PCIe, 512GB, 3D NAND), SD Card (microSD, SD adapter,
64GB, 10 U3), and USB Thumb Drive (USB 3.1, 128GB, 15 MB/s write speed, 110 MB/s read
speed).

Within the already own 42U rack the server (Lenovo Think system SR650) was installed. It is
joined into already installed Ovirt infrastructure which consists of Gluster shared storage and a
couple of  computing nodes.  Such setup enables  the creation of  isolated environments with
virtual  machines  configured  for  students  to  connect  and  work  independently  in  lab
environments consisting of sets of dedicated (virtual) machines. 
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The  Digital  Forensics  Laboratory  includes  equipment  already  owned  by  the  Department
Information Technologies of  Faculty  of  Organizational  Sciences – 9 PC desktop computers,  9
computer monitors, a video beam, a video beam canvas. 8 desktop computers and computer
monitors  are  used  as  examination,  analysis,  and  reporting  stations.  A  remaining  desktop
computer  and  computer  monitor,  video  beam,  and  video  beam  canvas  are  used  for
demonstration purposes.

The following table presents the laboratory exercises that were implemented as part  of  the
Information  Security  Services  Education  in  Serbia  (ISSES)  project,  referencing  the  Digital
Forensics Laboratory Design document. In addition to the columns in the table presented in the
Digital  Forensics  Laboratory  Design  document,  two  additional  columns  are  added  -
"Implemented" and "Tools". The column "Implemented" describes the specific exercises that
were implemented through ISSES for Digital Forensics Tools and Techniques (project task and
deliverable 2.12), Mobile and Multimedia Forensics (project task and deliverable 2.13) and Cyber
Incident Analysis and Response (project task and deliverable 2.10). 

Area of exercise Specification Implemented Tools

Computer data 
acquisition

Creating forensically 
valid images of 
storage devices

Making bitstream copies of 
original media

Kali Linux and Tableau 
T356789iu forensics 
bridge

Preservation and safe handling 
of original media

Tableau TX1 forensics 
duplicator

Mobile device 
acquisition

Properly handle and 
extract data from 
acquired mobile 
devices

Retrieving data, data analysis, 
deriving evidence

MSAB Office XRY

Practical use digital forensics 
tools: Mobile device forensics

MSAB Office SIM card 
cloner

Note: PDF files for all above mentioned laboratory exercises (from column Implemented) are
available  through  the  ISSES  project’s  web  site  (  https://isses.etf.bg.ac.rs/curricula/digital-
forensics-tools-and-techniques-2-12/ ,  https://isses.etf.bg.ac.rs/curricula/mobile-and-
multimedia-forensics-2-13/ and https://isses.etf.bg.ac.rs/results/courses/cyber-incident-analysis-
and-response-2-10/ )
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3 Laboratory Setup
This  section  descibes  the  Digial  Forensics  Laboratory  setup.  The  labatory  is  located  in  three
interconneted  rooms  in  the  building  of  Faculty  of  Organizational  Sciences.  The  first  room  (DF-302)
contains two computer acquisition stations, a mobile device acquisition station, a field acquisition station
and storage space. The second room (DF-011) contains 8 examination, analysis and reporting stations
and is used to teach  other courses. The third room (DF-019 – server room) contains already its own
computing and networking devices with an added server.  

3.1 Computer acquisition station
The main purpose of the computer acquisition station is to acquire digital evidence from computers (e.g.
desktop PCs, laptop PCs, servers, removable media, etc.).

The station consists of a desktop PC (Lenovo ThinkCentre M920t), a monitor (Lenovo L27q-10 27"), a
forensic write blocker (Tableau T356789iu), and a set of computer repair tools (PK-2073B).

3.2 Mobile Device acquisition station
The main purpose of the mobile device acquisition station is to acquire digital evidence from mobile
devices (e.g. smartphones, tablets, cameras, etc.). 

The station consists of a desktop PC (Lenovo ThinkCentre M920t) and a laptop (Lenovo Thinkpad L480) ,
a mobile forensics hardware/software tool for logical and physical extraction (MSAB Office), and a set of
mobile device repair tools (SD-9322M).

3.3 Field acquisition station
The main purpose of the field acquisition station is  to acquire digital evidence from computers (e.g.
desktop PCs, laptop PCs, servers, removable media, etc.) in the field.

The station consists of a forensics duplicator (Tableau TX1), a set of computer repair tools (PK-2073B),
and a set of mobile device repair tools (SD-9322M).
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3.4 Examination, analysis and reporting station
The main purpose of  the examination,  analysis,  and reporting station is  to  examine,  analyze  digital
evidence  acquired  from  computers,  mobile  devices,  and  other  sources  and  to  prepare  documents
reporting the findings.

The station is a general-purpose PC with a VirtualBox virtualization infrastructure with Kali Linux as guest
operating system.

It is important to stress that the host operating system is used for other purposes as well.
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4 Laboratory Configrations
To cover  all  laboratory  exercises  listed  in  Section  2,  three  different  laboratory  configurations  were
established. The first virtual laboratory configuration covers the laboratory exercise “Making Bitstream
Copies of Original Media”, the second virtual  laboratory configuration covers the laboratory exercise
“Preservation and Safe Handling of Original Media”, and the third laboratory configuration covers the
laboratory exercises “Retrieving Data, Data Analysis, and Deriving Evidence” and the laboratory exercise
“Practical Use of Digital Forensics Tools”. 

4.1 Laboratory Configration 1
The first  virtual  laboratory configuration covers the laboratory exercise “Making Bitstream Copies of
Original  Media”.  The  laboratory  environment  consists  of  one  desktop  workstation  or  laptop  with
attached Tableau T356789iu forensics bridge.
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The software used in this exercise is a combination of freeware and open-source tools.

The next set of figures represent a preview (screenshots) of working with various data storage imaging
tools in this laboratory configuration.
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4.1.1 FTK Imager
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4.1.2 Kali Linux - Guymager
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4.2 Laboratory Configration 2
The second laboratory configuration covers the laboratory exercise “Preservation and Safe Handling of
Original Media”. The scenario is covering a digital forensics technician operating in the field and using
adequate tools to create storage media images on site. The equipment used in this lab exercise is a
Tableau  TX1  forensics  duplicator,  a  stand-alone  device  not  requiring  the  presence  of  a  dedicated
forensics workstation. Also, during this laboratory exercise, several data storage devices are used.
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Tableau TX1 forensics  duplicator  used in  this  lab exercise is  capable  of  performing both logical  and
physical storage drive imaging as well as performing duplication over a network.
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The  10  Gigabit  Ethernet  interface of  the  TX1  enables  superior  network imaging performance  when
combined with a properly configured 10 Gigabit network infrastructure setup and a destination storage
server such as a Storage Area Network (SAN) or Network Attached Storage (NAS) or a Windows or Linux
server configured with an iSCSI target or CIFS share. Duplication/Logical Imaging from network-based
iSCSI targets and CIFS shares is also supported.
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To ensure acquired image integrity, the Tableau TX1 forensics duplicator allows hash creation which is
also covered in this laboratory exercise.

4.3 Laboratory configuration 3
The third laboratory configuration covers the laboratory exercises “Retrieving Data, Data Analysis, and
Deriving Evidence” and the laboratory exercise “Practical Use of Digital Forensics Tools”. These exercises
deal  with  acquiring  evidence  from  mobile  devices  (smartphones).  The  tool  setup  in  this  laboratory
configuration is MSAB Office connected either to a desktop forensics workstation or a laptop computer.
Both logical and physical extraction methods of this tool are demonstrated in this exercise as well as SIM
card cloning capabilities. During this process, students are acquainted with mobile phone isolation in the
Faraday bag and using cloned SIM to prevent any network communication. A mobile phone repair tools
set SD-9322M is used as needed.
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During this laboratory exercise students are tasked with performing both logical and physical extraction
of data from various types of example Android and iPhone devices.

The  mobile  device  is  properly  identified  by  the  MSAB  XRY  tool  and  the  extraction  process  is
demonstrated.
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After a successful extraction, a proper case is created and stored and various analysis capabilities of the
MSAB XAMN case analysis tool.
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The second lab exercise performed in this lab configuration is SIM card cloning to work with the evidence
phone without the risk of unwanted network communication. For this purpose, the SIM card cloner tool
of the MSAB Office package is used.
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The SIM card cloner tool is useful in the following scenarios:

 Examine a mobile phone without the original SIM card With SIM card cloner the examiner can
create a SIM card, which gives access to the phone without destroying the call list

 Examine a mobile phone with a PIN locked SIM card There is a SIM card in the phone which is
PIN locked, and it is difficult at short notice to get information from the mobile network provider
(e.g. PUK code).  With the SIM card cloner,  the examiner can create a SIM card, which gives
access to the phone without destroying the call list.

 Examine a mobile phone without connecting to the mobile network The SIM card is available and
not  PIN  locked,  but  the  examiner  needs  to  do  the  mobile  phone  examination  without  any
connection  to  the  mobile  network.  The  reason  for  that  is  to  avoid  incoming  calls  or  text
messages to the mobile phone during the examination. With a SIM card cloner, the examiner can
create a SIM card that allows you to examine the device in a radio silence mode and without
destroying the call list.

The European Commission support for the production of this publication does not constitute endorsement
of  the  contents  which  reflects  the  views  only  of  the  authors,  and  the  Commission  cannot  be  held
responsible for any use which may be made of the information contained therein.



ISSES – Information Security Services
Education in Serbia

Supported by the Erasmus+ Capacity Building in
the field of Higher Education (CBHE) grant

N° 586474-EPP-1-2017-1-RS-EPPKA2-CBHE-JP

5 Conclusions
This report specified the Digital Forensics Laboratory equipment, setup, and configurations to be used to
implement the laboratory exercises for the course Introduction to Digital Forensics.

The equipment was mostly financed by the Information Security Services Education in Serbia (ISSES)
Erasmus+ Capacity Building in the Field of Higher Education project.

The procured equipment, setup, and configurations satisfy the requirements of the basic digital forensics
course. However, the introduction of advanced digital forensics courses will necessitate the procurement
of advanced digital forensics equipment. This equipment includes the equipment used to acquire digital
evidence from mobile devices at the hardware level (e.g. a JTAG acquisition station), decrypt data (e.g. a
hardware  cryptanalysis  station),  and  examine  and  analyses  digital  evidence  (e.g.  an  advanced
commercial digital forensics tool).
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