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In the past couple of years we received more 
and more news reports about serious 
security-related incidents in information systems. 
In December 2016 and January 2017 the media 
reports were full of the Yahoo security breach, 
which happened in 2013 and allowed hackers to 
access information about more than 1 billion 
Yahoo accounts. In the past, similar accidents 
happened at other, well-known companies 
whose operations are mainly Internet-based, e.g. 
Dropbox, LinkedIn, MySpace. Unfortunately, high 
technology criminal is not limited to online 
content only. Criminal organizations and 
state-funded hacker groups are diversifying their 
portfolios and attacking systems which were 
earlier thought untouchable. Multiple hospitals 
were hit with ransomware in 2016, in December 
2015 hackers managed to access the Industrial 
Control Systems (ICS) of multiple electric power 
distribution systems in the Ukraine and turn off 
electricity to ~225,000 consumers and in 2010 
the world witnessed the first malware 
attack against the 
Industrial Control 
Systems of the 
nuclear facilities in 
Natanz, Iran. As the 

expected to be on a continuous 
rise in the following years. 
Gartner reports claim the 
information security spending 
will be rise up to 10% until 
2020. Other market analyses 
forecast that the global security 
services market will be worth 
~200 Billion USD by 2021. This rise in market 
value is currently not closely followed by a rise in 
the number of new, highly skilled information 
security services professionals either in Serbia, 
Europe or the World. The 2020 (ISC)2 
Cybersecurity Workforce Study estimated that 
168,000 cybersecurity experts are missing in 
Europe only, with a global gap reaching 3,12 
millions.

The goal of the ISSES project is to improve the 
higher education capacities in the field of 
Information Security in the Republic of Serbia. 
Entirely new courses will be developed, which 
will raise the competitiveness of students 
graduating at the participating HEIs in Serbia. 
Compared to the current situation in which there 
are no laboratories supporting education in this 

field, the project team will develop 
state-of-the-art laboratories which will allow the 
students to gain hands-on experience directly 
transferrable to the information security industry. 
The information security teachers and 
researchers working at the four Serbian HEIs 
involved in this project and at other technical 
HEIs in Serbia do not cooperate. They often invest 
redundant efforts to prepare teaching materials 
for the same courses taught at different 
institutions. This project will strive to standardize 
information security education in Serbia, by 
jointly developing and sharing teaching materials 
between the partners. This will allow them to 
avoid effort duplication and to focus on their key 
expertise, e.g. UB on digital forensics, UNS on 
critical infrastructure security.

New courses developed

Critical Infrastructure Security, Secure 
Software Development, Security and privacy in 
the Internet of Things, Applied Cryptography and 
Cryptanalysis, Advanced Network and System 
Security, Cyber Security Strategies, Risk Analysis 
and Threat Modelling, Cyber Incident Analysis 
and Response, Data Mining in Digital Forensics, 
Digital Forensics Tools and Techniques, Mobile 
and Multimedia Forensics, Security Data Science, 
Computer Security.

New laboratories created

Critical Infrastructure Security Laboratory (CIS 
Lab), Digital Forensics Laboratory (DF Lab), 
Network Security Laboratory (NS Lab), Cloud 
Security Laboratory (CS Lab).

New programs created

MSc Program: Information Security, MSc 
module: Information Technology and Cyber 
Security, MSc Program: Information Technology.

ISSES project web site:
https://isses.etf.bg.ac.rs/

amount of such attacks rises, it is ascertained that 
high technology criminal organizations carrying 
out such attacks are usually one step ahead of the 
security experts designing and implementing 
security controls.

The information security industry is shifting 
towards accepting the fact that such security 
breaches are going to happen and beside trying 
to stop them, the industry is now also focusing 
on developing proper detection, response and 
recovery techniques and solutions. As these 
additional activities often require additional 
human expertise and labor, the need for highly 
skilled information security services experts is 
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